LatticA

Lattice Acceleration & Alliance,
Using Fully Homomorphic Encryption, FHE16

Confidential contract: privacy rail for institutions




Off-chain financial opportunities
: How to onboard onto Solana?

[ Global Financial Market Size ]

Unit: Trillions of Dollars
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Tokenized(Crypto)assets are small
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Our Problem

Contract with off-chain assets
Should be confidential

(for institution)

gl LatticA



gl LatticA

Off-chain financial opportunities
:From a confidential transfer to a confidential contract

Current

Token Extension

" Confidential S rti Confidential
We want to make onfidentia upporting

contract /

with our asset ” O O o) Confidential
. Transaction

O

Transfer Regulation Contract

Solution

Token Extension + LatticA

[ Institutions with tokens ]
Confidential Supporting Confidential

NERNTES Regulation Contract

O O Confidential

Contract
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LatticA bridges every institution, every chain
- by FHE16

Contract 1 Contract 2

*Previous Chains

Contract logics and results are Immediately

open

*FHE16

Contract is made on the ciphertext

‘Time — Controlled Reveal - Free Optional Feature! ‘



Confidential Transactions, Verifiable Results
- with FHE

“We need money é

quickly"
D Confidential Defi Stable coin
Contract
— (ex: Lending) E—

_

G
[ Institutions with tokens ]

FHE16 keeps your contract confidential.

O

[ Institution]
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Confidential Transactions, Verifiable Results
- with FHE

“We need money

quickly”
D Confidential Defi Stable coin D
Contract
—] (ex: Lending)  ——
_
[ Institutions with tokens ] i [ Institution]

FHE16 keeps your contract confidential.



Demo scenario-Confidential Defi Contact

~8 Step 2: Register CIDs On-Chain

Submit encrypted data to Solana blockchain as Content
Identifiers (CIDs)

Register CIDs via Solana Actions

lw on Solana *» Policy: owner-controlled (private)

~8 Step 3: Submit FHE Computation Job

operations)

Request FHE computation on encrypted CIDs (executor performs homomorphic

FHE Operation: | & Deposit (FHE16.ADD) - Collateral + Debt

v

Selected Operation: ADD
Input CIDs: 2
Expected Output: 100 + 200 = 300

Submit to FHE Executor

. Slot=417413691)
INFO | CiphertextStore
INFO | RegistrationLog
GET /api/init 200 in 232ms
GET /api/init 200 in 248ms
GET /api/init 200 in 239ms
GET /api/init 200 in 243ms
+ Compiled /api/actions/job/submit in 8@ms
INFO | API:Submitlob | Parsed CIDs (raw_input=68k2PYUwEughHyPSS4kxEf7qSpgelPSsqXhx9yY
NDh7L,5wnfdy6eRGD2YSUQ3IST3dIYDHTQ1XbdKs3s4RT75)uqg, parsed=GBk2PYUWEughHyPSS4kxEf7qSpqelPSsaX
hx9yYNDh7L, Swnfdy6eRGD2YSUQ3Sf3d)YDH70iXbdKs3s4Rf75]uqg, count=2, operation=deposit)
INFO | API:Submitlob | Submit job transaction built (job_pda=Fé6PCailp...)
POST /api/actions/job/submit 200 in 756ms
GET /api/init 200 in 243ms
GET /api/init 200 in 247ms
GET /favicon.ico?favicon.3186¢fb2.ico 200 in 253ms
GET /api/init 200 in 239ms
INFO | EventListener | Received 1 event(s) (tx=2B9swgMe..., slot=417413713)
INFO | EventListener | Processing JobSubmitted (job=F6PCaiUp..., batch=11111111..., ¢
id_count=2, slot=417413713, tx=2B9swqMe...)
INFO | JobQueue | Enqueued job (job=F6PCailUp..., batch=11111111..., slot=4174137
13)
INFO | EventListener

| Updated CID verification (cid=Swnfdy6e..., status=confirmed)
| Updated CID status (cid=Swnfdy6e..., status=confirmed)

| Job enqueued for execution (job=F6PCailp..., cid_count=2, slot
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LatticA(FHE16) VS SOTA FHE

Our Technology: FHE16

Decentralized computation

Any-device can make confidential contracts

Public verification
Any-device can re-run all contracts

Improved computation speed

Comparison Time (ms)

—
=
O
2
=
ﬁ
=
=

[ Speed comparison ]
LatticA is 2-3 times faster than SOTA FHE

FHE16

" | == TFHE
FHE16

100 150
Comparison Bits

MAX Performance Comparison

== TFHE

FHE16
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Our Team

Seunghwan Lee_ceo

Ph.D
(2019~2025, Hanyang,Korea)

Dohyuk Kim_cTto

Ph.D Candidate
(2023~, Hanyang,Korea)

Dong-Joon Shin_cso

Tenured professor
(2000~, Hanyang,Korea)

Yunsik Ham, Youngjun Kim
Skilled WEB3 Developers

Kiin Shin, Jiin Shin
Skilled WEB3 Designers

Actively Secure MPC in the Dishonest Majority
Setting: Achieving Constant Complexity in
Online Communication, Computation Per Gate,
Rounds, and Private Input Size

Seunghwan Lee!2, Jaesang Noh!, Tacjeong Kim?!, Dohyuk Kim!2, and
X v . ] 9
- Joon S

Top: accepted to CRYPTO 2025 (Top tie|r)
bottom: under review

Fast, Compact and Hardware-Friendly
Bootstrapping in less than 3ms Using Multiple
Instruction Multiple Ciphertext

Seunghwan Lee, Dohyuk Kim, and Dong-Joon Shin
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FHE1l6
Let’s build confidential contracts on Ciphertexts!

Goodbye Front-running,
Hello Institutions

I LatticA

. Seunghwan Lee
@SCARROTS (shlee@walllnut.com)
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